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ADDENDUM NUMBER 3 
 
Mineral County Schools ZMM 
New Frankfort Elementary School ARCHITECTS ENGINEERS 
Ridgeley, West Virginia 
 
A/E Commission No. 2021129 
 
October 20, 2022 
 
This addendum contains 3 pages and the listed attachments.  These form a part of the bidding documents and 
modify the Project Manual and Drawings.  Acknowledge receipt of this addendum on the bid form.  Failure to 
acknowledge the receipt of this addendum may disqualify the bid. 
 
CLARIFICATIONS: 
 
1.  Minimum insulation is R32 at the membrane roof systems. 
 
2. Pipe bedding material shall be per specifications. 
 
SPECIFICATIONS: 
 
Section 00003 – TABLE OF CONTENTS 
 
1. Add the following: 
 
 “282113 – IP CAMERAS” 
 
Section 061600 - SHEATHING 
 
1. Add the following as Paragraph 2.6 and renumber paragraph that follows: 
 
 “2.6 COMPOSITE NAIL BASE INSULATED ROOF SHEATHING 
 
 A. Fire-retardant-Treated Plywood-Surfaced, Polyisocyanurate-Foam Sheathing: ASTM C 1289, 

Type V with DOC PS 2, Exposure 1 plywood on one face. 
  1. Basis of Design Product: ‘H-Shield NB’ as manufactured by Hunter Panels; 

http://www.hpanels.com/ or comparable products of the following manufacturers: 
   a. Atlas Roofing Corporation 
   b. ACH Foam Technologies 
  2. Polyisocyanurate-or extruded polystyrene foam Insulation: Minimum R-20. 
  3. Plywood Nominal Thickness:  5/8 inch (15.9 mm).” 
 
2. Paragraph 2.7 - FASTENERS – Add the following as Paragraph F: 
 
 “F. Screws for Fastening Composite Nail Base Insulated Roof Sheathing to Roof Deck: Steel drill 

screws, in type and length recommended by sheathing manufacturer for thickness of sheathing 
to be attached, with organic-polymer or other corrosion-protective coating having a salt-spray 
resistance of more than 800 hours according to ASTM B 117. Provide washers or plates if 
recommended by sheathing manufacturer.” 
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3. Add the following as Paragraph 3.3: 
 
 “3.3 COMPOSITE NAIL BASE INSULATED ROOF SHEATHING 
 
 A. Comply with manufacturer's written instructions. 
 
 B. Apply sheathing tape to joints between foam-plastic sheathing panels and at items penetrating 

sheathing. Apply at upstanding flashing to overlap both flashing and sheathing.” 
 
Section 282113 - IP CAMERAS 
 
1. Add this section in its entirety as attached to this addendum. 
 
Section 312000 – EARTH MOVING 
 
1. Revise Paragraph 3.12, C. to read: 
 
 “Trenches under Footings: Backfill trenches excavated under footings with satisfactory soil material, 

engineered fill, or controlled low-strength material; fill to elevation of bottom of footings or final 
bearing elevation.”  

 
2. Revise Paragraph 3.12, D. to read:  
 
 “Trenches under Pavements: Backfill trenches within pavements and 1’ beyond with satisfactory soil 

material, engineered fill, or controlled low-strength material to elevation of base course for new 
pavement and to elevation of pavement for existing pavements.”   

 
3. Revise Paragraph 3.12, I. to read:  
 
 “Trenches greater than 60” deep: Backfill trenches with satisfactory soil material, engineered fill, or 

controlled low-strength material, unless otherwise specified.” 
 
4. Revise Paragraph 3.13, B.5. to read:  
 
 “Under footings and foundations, use engineered fill, satisfactory soil material, or controlled low-

strength material.”  
 
DRAWINGS: 
 
Sheet A334 
 
1. On Wall Sections 3 and 4, there is a note that says “2-5/8” NAIL BASE ON 2” RIGID INSULATION 

(2 LAYERS)”. Clarify this note as “2-5/8” NAIL BASE ON 2 LAYERS OF 2” RIGID 
INSULATION.” 

 
2. On Detail 5, the CMU above the door will need to extend and seal tight to underside of deck. 
 
Sheet A336 
 
1. On Detail 2, the CMU above the door will need to extend and seal tight to underside of deck. 
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Sheet A341 
 
1. On Detail 1, the head of the wall does not need to be completely covered in metal coping. Single-ply 

membrane flashing will extend up wall and over blocking, and metal trim with drip edge will be 
installed over it at leading edge and down front face of brick wall. 

 
2. On Detail 4, “TYP DETAIL AT WINDOW SILL”, all exterior brick sills should have a flat top instead 

of a sloped top. Flashing will cover exterior brick sill. 
 
3. On Detail 4, “TYP DETAIL AT WINDOW SILL”, a solid surface window stool is shown as typical. 

This will only be true at openings designated as WINDOW TYPE A. All other exterior window 
openings will use bullnose CMU at the interior window stool, where applicable. This clarification will 
notably affect A332 Detail 3 and A333 Detail 2, both of which reference A341 Detail 4. 

 
 
 END OF ADDENDUM NUMBER 3 
 
Addendum Total No. of Pages:  3 
 
Attachments to Addendum No. 3: Specification Section 282113 
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SECTION 282113 

IP CAMERAS 

PART 1  GENERAL 

1.1 SECTION INCLUDES 

 Box-type network cameras for video surveillance. 

 Indoor dome-type network cameras for video surveillance. 

 Indoor in-ceiling mount, dome-type network cameras for video surveillance. 

 Outdoor bullet-type network cameras for video surveillance 

 Outdoor dome-type network cameras for video surveillance. 

 Outdoor pendant mounted, dome-type network cameras for video surveillance. 

1.2 ADMINISTRATIVE REQUIREMENTS 

 Coordination:  
1. Coordinate with Owner or Owner’s representative regarding camera network configuration and 

estimated bandwidth utilization prior to performing network connections. 

 Sequencing / Scheduling: Provide to Owner or Owner’s representative a schedule and list of 
participants required to attend coordination and progress update meetings. 
1. Owner representative(s) for Facilities Management, Information Technology (IT) Services, and 

Security Management. 
2. General Contractor. 
3. Project Manager. 
4. Manufacturer’s Representative. 
5. Project Architect. 
6. Project Engineer. 
7. Security Consultant. 

1.3 INFORMATIONAL SUBMITTALS 

 Submit under provisions of Section 013300. 

 Product Data: Manufacturer's product information and data sheets for each product specified in this 
section, including: 
1. Substrate preparation instructions and recommendations 
2. Installation means and methods. 
3. Recommendations and requirements for proper storage and handling. 

 Shop Drawings: 
1. Submit Manufacturer’s approved shop drawings detailing the section and elevation views of 

each product to be installed. 
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2. Coordinate with locations listed on Contract Drawings. 

 Warranty Information: 
1. Submit confirmation and details of manufacturer’s warranty, extended warranty, and 

replacement policies. 

 System Support Resources: 
1. Submit a list of available manufacturers providing fee based professional services available to 

the Contractor or Owner, including but not limited to the following: 
a. Training. 
b. Installation. 
c. Commissioning. 
d. Remote diagnostics and integration with 3rd party software and hardware systems. 

1.4 CLOSEOUT SUBMITTALS 

 Supply licensing and registration information for all software, hardware, firmware, operational, and 
administrative licenses. 

 Supply network configuration backup files, restoration application and instructions. 

1.5 MAINTENANCE SUBMITTALS 

 Spare Parts: All Spare Parts must be delivered to the owner in their original sealed packaging. Clearly 
label with “SPARE: DO NOT REMOVE”, and include manufacturer part numbers, and date of 
delivery to Owner. Store all spare parts in an environment and condition recommended by the 
manufacturer.  
1. One spare for each _______ devices. 
2. Provide spare components as noted in the coordinating schedule for work listed in this section. 

1.6 QUALITY ASSURANCE 

 Qualifications - Manufacturers: Manufacturer(s) suppling products noted in this section must have a 
minimum of 5 years in business. 

 Qualifications - Installers: 
1. Installer must be licensed to install video surveillance and security equipment as required by 

authority having jurisdiction. 
2. Installer must be capable of providing references that will attest to successful completion of 

projects of similar scope as the work noted in this section. 
3. Installer must be certified by the manufacturer and be up to date with all training required to 

maintain good standing. 

1.7 WARRANTY 

 Manufacturer Warranty: Provide manufacturer’s warranty covering parts and labor costs to repair or 
replace part that fail to perform. 
1. Warranty Period: Parts and labor warranty for 60 months from date of Substantial Completion 

or date of purchase, whichever comes first. 
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2. Service During Warranty: Provide direct support to Owner via phone and email, including 
access to training and education in the form of documents, videos and other materials via the 
internet. 

PART 2  PRODUCTS 

2.1 MANUFACTURERS 

 Basis of Design Manufacturer: Avigilon. 

2.2 DESIGN CRITERIA 

 System Design: 
1. Video monitoring system must be tightly integrated using application programming interfaces 

and software development kits. 
2. All systems must be capable of functioning autonomously during a failure of one or more of the 

related sections. 
3. Cameras in this section must be capable of bi-directional communication. 
4. Video monitoring system to be interfaced through digital communication protocols including 

but not limited to ASCII or Hexadecimal Data Transmissions. 

 System Certifications: 
1. UL and cUL certification marks for Canada/USA. 
2. CE, RoHS and Reach (SVHC) certification marks for European Union. 
3. RCM certification mark for Australia. 
4. EAC certification mark for Russia. 
5. BIS certification mark for India. 
6. KC certification mark for Korea. 

 Safety Standards: 
1. UL/CSA/IEC/EN 62368-1. 
2. With IR: IEC 62471. 

 Electromagnetic Emissions Standards: 
1. FCC Part 15 Subpart B Class B. 
2. ICES-003 Class B. 
3. EN 55032 Class B. 
4. EN 61000-6-3. 
5. EN 61000-3-2. 
6. EN 61000-3-3. 

 Electromagnetic Immunity Standards: 
1. EN 55024. 
2. EN 61000-6-1. 

 Environmental Standards: 
1. Bullet Cameras: 

a. UL/CSA/IEC 60950-22. 
b. IEC 60529 IP66 and IP67 Weather Rating. 
c. IEC 62262 IK10 Impact Rating. 



MINERAL COUNTY SCHOOLS 
NEW FRANKFORT ELEMENTARY SCHOOL – RIDGELEY, WV 
 
 

 
 
IP CAMERAS 282113 - 4 21129 – 10/20/22 
 

2. Outdoor Dome Cameras: 
a. UL/CSA/IEC 60950-22. 
b. IEC 60529 IP66 and IP67 Weather Rating. 
c. IEC 62262 IK10 Impact Rating. 

2.3 PERFORMANCE REQUIREMENTS 

 Standards:  
1. Video Standards: H.265 / H.264 / MJPEG / HDSM SmartCodec technology. 
2. Image Standards: MPEG-4 - ISO/IEC 14496-10 AVC (H.264). 
3. Networking Standards: 

a. IEEE 802.3af (Power over Ethernet). 
b. IEEE 802.1X (Authentication). 
c. IPv4 (RFC 791). 
d. IPv6. 

4. Interoperability Standards: 
a. ONVIF Profile S. 
b. ONVIF Profile T. 
c. ONVIF Profile G. 

 Video Requirements: 
1. Provide cameras capable of simultaneously delivering at least three individual video streams, 

for use when connecting to the Video Management Software for recording and live viewing. 
2. Provide cameras with a primary stream capable of supporting the video resolution and aspect 

ratio and capable of generating the image framerates noted in this section. 
3. By generating a secondary stream at fractional resolutions of the primary stream, Video device 

must support HDSM-High Definition Stream Management and/or Dynamic Bandwidth 
Management. 

 Encoding Requirements: 
1. Support compression and image quality settings from 1 to 20 to configure bandwidth utilized 

by the camera and desired image response. Provide user configuration of compression quality 
and image rate per camera. 

2. Provide independently configured simultaneous H.265, H.264 and Motion JPEG streams (multi-
stream). 

3. Support Motion JPEG encoding in a selectable range from 1 up to 30 frames per second based 
on resolution configured. 

4. Support H.264 encoding in a selectable range from 1 up to 30 frames per second based on 
resolution configured. 

5. Support H.265 encoding in a selectable range from 1 up to 30 frames per second based on 
resolution configured. 

6. Support Variable Bit Rate (VBR) in H.264 with a configurable maximum bit rate threshold. 
7. Support Variable Bit Rate (VBR) in H.265 with a configurable maximum bit rate threshold. 
8. Provide user configuration of compression format, compression quality, maximum bit rate, key 

frame interval, and image rate per camera. 
9. Support motion compensation and motion vector during motion estimation in H.264, able to 

maintain frame rate, regardless of scene complexity, when bandwidth is capped at 12 mbps at 
30 FPS for 1-3 MP and 20 mbps at 30 FPS for 5-8 MP. 

10. Support G.711 PCM 8kHz audio compression. 
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 Provide cameras that allow video and audio signals to be transported over: 
1. HTTP (Unicast). 
2. HTTPS (Unicast). 
3. RTP (Unicast & Multicast). 
4. RTP over RTSP (Unicast). 
5. RTP over RTSP over HTTP (Unicast). 
6. RTP over RTSP over HTTPS (Unicast). 

 Image Control Requirements: 
1. User Configurations Supported: 

a. Automatic and manual white balance control. 
b. Automatic and manually defined exposure zones operating in the range 1/7 to 1/8196 sec 

second. 
c. Flicker control (50 Hz, 60 Hz). 
d. Automatic and manual iris control. 
e. Color saturation and sharpening. 
f. Motion detection sensitivity and threshold. 
g. Digital rotation of the image when used with control center software. 
h. Minimum Dynamic Range: 

1) 83 dB for 2-5 MP and 85 dB for 6-8 MP. Dynamic Range shall not change based 
on configured encoding resolution. 

 Adaptive Video Analytics Specifications: 
1. Configured Behaviors: Unlimited number of configured behaviors per video source supported. 
2. Automatic Analytic set up and tuning of behavior identification: 

a. Upon selection of analytic and Region of Interest (ROI), the device will automatically 
configure behavior identification. 

b. The device will constantly monitor changes in the scene and perform a tuning of the 
behavior identification parameters as the scene environment changes. 

3. Include detection of the following behaviors: 
a. Object present in ROI. 
b. Object enters ROI. 
c. Object leaves ROI. 
d. Object appeared. 
e. Object disappeared. 
f. Object crosses a line of interest or beam. 
g. Object Movement Direction. 
h. Object loitering. 
i. Multiple objects in ROI over specified dwell time. 
j. Dwell Time. 
k. Number of objects exceeds limit in ROI. 
l. Number of objects below limit in ROI. 
m. Camera tampering. 

 Network Requirements: Provide video cameras that have the following network capabilities: 
1. Supports both fixed (static) IP addresses and dynamically assigned IP addresses provided by a 

Dynamic Host Control Protocol (DHCP) server. 
2. Supports user configuration of network parameters including: 

a. Fixed (static) IP address. 
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b. Subnet mask. 
c. Gateway. 
d. Control port. 

3. Are automatically detected when using a Video Management Application (VMA) or Network 
Video Recorder (NVR) supporting this feature. 

4. Provides support for both IPv4 and IPv6 Networks. 

 Video Motion Detection Functionality Requirements: Provide video cameras capable of detecting 
motion based on: 
1. Motion Detection Mask: Defined areas within the camera’s field of view for the camera to detect 

motion. 
2. Sensitivity: How much each pixel within the masked areas must change before it is considered 

in motion. 
3. Threshold: Percentage of pixels that must detect change. 

 Event Functionality Requirements: Equip cameras with an integrated event functionality, which may 
be triggered by: 
1. Alarm input terminal. 
2. Video motion detection. 
3. Camera temperature outside operative range. 

 Protocol Support Requirements: Provide video cameras that incorporate support for at least the 
following: 
1. IPv4. 
2. IPv6. 
3. HTTP. 
4. HTTPS. 
5. SOAP. 
6. DNS. 
7. NTP. 
8. RSTP. 
9. RTCP. 
10. RTP. 
11. TCP. 
12. UDP. 
13. IGMP. 
14. ICMP. 
15. DHCP. 
16. Zeroconf. 
17. ARP. 
18. SNMP v2c. 
19. SNMP v3. 

 Video Overlay Requirements: Provide video cameras with the following overlay requirements: 
1. 64 individually configurable privacy zones to conceal defined areas in image as non-viewable. 

Masks required to be dynamically adjusted based on current zoom-factor, without capability of 
operator bypass. 

2. Video masked by privacy zones must be obscured prior to streaming. 

 Security Requirements: Provide video cameras with the following security requirements: 
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1. Support the use of the following: 
a. Password protection. 
b. HTTPS Encryption. 
c. Digest authentication. 
d. WS authentication. 
e. User access Log. 
f. SSL encryption. 

2. Restrict access to the built-in internet server by usernames and passwords at three different user 
group levels. 

 Electrical Power: Cameras capable of being powered by the following power sources: 
1. PoE: IEEE 802.3af Class 3 PoE Compliant. 
2. AC Power: 24 V +/- 10%, 15 VA min for bullet, 24 V +/- 10%, 13 VA min for dome, and 24 V 

+/- 10%, 9 VA min for box version. 
3. DC Power: 12 V +/- 10%, 13 W min for bullet, 12 V +/- 10%, 12 W min for dome and 12 V +/- 

10%, 7 W min for box version. 
4. Battery Backup: 3V manganese lithium. 

 Installation and Maintenance Requirements: Provide video cameras with the following installation and 
maintenance requirements: 
1. Allow firmware updates via network. 
2. Store customer-specific settings in a non-volatile memory which cannot be lost during power 

cuts or soft reset. 
3. Provide Microsoft Windows based management software, allowing camera configuration, 

upgrade of firmware, and backup of individual camera configurations. 

 Diagnostics: 
1. Equipped with LEDs, indicating the camera’s functional status, which may be user enabled or 

disabled. 
2. Monitored by functionality which automatically reinitiates processes or restarts the unit if a 

malfunction is detected. 

 Connectivity: 
1. 100BASE-TX Fast Ethernet-port with RJ-45 socket, auto negotiation of network speed and 

transfer mode. 
2. Terminal for receiving line level analog audio from an external microphone. 
3. Terminal for providing line level analog audio for connection to an external speaker. 

 Operational Range: 
1. Operating Temperature: 

a. Bullet (ambient convection): -40 degrees C to +65 degrees C [-40 F to 149 F]. 
b. Dome: -40 degrees C to +65 degrees C [-40 F to 140 F]. 

2. IR Illumination Operating Temperatures: 
a. Bullet: Up to +61 degrees C [141 F], 50% power from +55 degrees C to +61 degrees C 

[131 F to 141 F]. 
b. Indoor Dome: Up to +55 degrees C [131 F], 50% power from +44 degrees C to +55 

degrees C [111 F to 131 F]. 
3. IR Illumination Hysteresis: 

a. Bullet: +5 degrees C [9 F]. 
b. Indoor Dome: +2 degrees C [3.6 F]. 
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4. Relative Humidity: 0–95 percent (non-condensing). 

2.4 IP CAMERAS 

 CAMERA TYPE 1 – INDOOR IR DOME 
1. Basis of Design Product: 4.0C-H5A-D1-IR, by Avigilon. 
2. Performance: 

a. Image Sensor: 1/2.8 inch progressive scan CMOS. 
b. Maximum Resolution: 

1) Aspect Ratio: 16:9: 2560 x 1440. 
2) Aspect Ratio: 4:3: 2304 x 1728. 

c. Imaging Rate: 
1) WDR Off: (50 Hz/60 Hz): 25 fps/30 fps. 
2) WDR On: (50 Hz/60 Hz): 20 fps/20 fps. 

d. Dynamic Range: 
1) WDR Off: 83 dB. 
2) WDR On: 126 dB. 

e. Minimum Illumination: 
1) Color: 0.030 lux. 
2) Monochrome: 0.015 lux. 
3) With IR: 0 lux. 

f. Field of View: 
1) Horizontal angle: 16:9: 34 degrees to 92 degrees. 
2) Horizontal angle: 4:3: 34 degrees to 92 degrees. 
3) Vertical angle: 16:9: 18 degrees to 50 degrees. 
4) Vertical angle: 4:3: 25 degrees to 68 degrees. 

 CAMERA TYPE 2 – OUTDOOR IR BULLET 
1. Basis of Design Product: 4.0C-H5A-BO1-IR, by Avigilon. 
2. Performance: 

a. Image Sensor: 1/2.8 inch progressive scan CMOS. 
b. Maximum Resolution: 

1) Aspect Ratio: 16:9: 2560 x 1440. 
2) Aspect Ratio: 4:3: 2304 x 1728. 

c. Imaging Rate: 
1) WDR Off: (50 Hz/60 Hz): 25 fps/30 fps. 
2) WDR On: (50 Hz/60 Hz): 20 fps/20 fps. 

d. Dynamic Range: 
1) WDR Off: 83 dB. 
2) WDR On: 126 dB. 

e. Minimum Illumination: 
1) Color: 0.030 lux. 
2) Monochrome: 0.015 lux. 
3) With IR: 0 lux. 

f. Field of View: 
1) Horizontal angle: 16:9: 34 degrees to 92 degrees. 
2) Horizontal angle: 4:3: 34 degrees to 92 degrees. 
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3) Vertical angle: 16:9: 18 degrees to 50 degrees. 
4) Vertical angle: 4:3: 25 degrees to 68 degrees. 

2.5 ACCESSORIES: 

 Brackets and Mounts: 
1. H4A-MT-NPTA1: Indoor/outdoor pendant NPT mount. 
2. H4A-MT-WALL1: Indoor/outdoor pendant wall arm mount. 
3. H4-MT-CRNR1: Aluminum corner mounting bracket for pendant dome cameras. 
4. H4-MT-CRNR1: Aluminum corner mounting bracket for bullet cameras. 
5. H4-MT-POLE1: Aluminum pole mounting bracket for pendant dome cameras. 
6. H4-MT-POLE1: Aluminum pole mounting bracket for bullet cameras. 

 Camera Covers: 
1. H4A-DC-CLER1: In-ceiling dome camera cover with clear bubble. 
2. H4A-DC-CLER1-BL: Black in-ceiling dome camera cover with clear bubble. 
3. H4A-DC-SMOK1: In-ceiling dome camera cover with smoked bubble. 
4. H4A-DC-SMOK1-BL: Black in-ceiling dome camera cover with smoked bubble. 
5. H4A-DD-CLER1: Indoor dome camera cover with clear bubble. 
6. H4A-DD-CLER1-BL: Black indoor dome camera cover with clear bubble. 
7. H4A-DO-CLER1: Outdoor dome camera cover with clear bubble. 
8. H4A-DO-SMOK1: Outdoor dome camera cover with smoked bubble. 
9. H4A-DP-CLER1: Pendant dome camera cover with clear bubble. 
10. H4A-DP-SMOK1: Pendant dome camera cover with smoked bubble. 
11. H4A-DD-SMOK1: Indoor dome camera cover with smoked bubble. 
12. H4A-DD-SMOK1-BL: Black indoor dome camera cover with smoked bubble. 

 Other: 
1. CM-AC-GROM1 : Pipe grommets. 
2. H4A-AC-GROM1: Camera sealing grommets. 
3. H4A-DD-SDWL1: Indoor dome camera sidewall knockout plugs. 
4. H4A-DD-SDWL1-BL: Black indoor dome camera sidewall knockout plugs. 
5. H4-BO-JBOX1: Junction box for bullet cameras. 
6. H4-DC-CPNL1: Metal ceiling panel. 

PART 3  EXECUTION 

3.1 EXAMINATION 

 Verification of Conditions: Do not begin installation until substrates have been properly prepared. 

 Evaluation and Assessment: If substrate preparation is the responsibility of another installer, notify 
Architect of unsatisfactory preparation before proceeding. 

3.2 PREPARATION 

 Surface Preparation: Prepare surfaces using the methods recommended by the manufacturer for 
achieving the best result for the substrate under the project conditions. 
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3.3 INSTALLATION 

 Install all products in this section following the product manufacturer’s published installation and 
application manuals and guidelines.  

3.4 SYSTEM STARTUP 

 Test equipment and configure system in accordance with instructions provided by the manufacturer 
prior to installation. 

 Review configurable features of the device with the Owner’s Representative and establish a punch list 
for standard, device specific, location specific and VMA/NVR specific configuration of device(s). 
1. Program and configure devices in accordance with this punch list so no additional programming 

is required for operation by the user. 

 Configure equipment requiring users to log on using a password with user/site-specific credentials. 
Default passwords are not acceptable and must be configured prior to project closeout. 

 Provide products with the latest and most up-to-date firmware by the manufacturer or provide firmware 
of a version specified by the provider of the Video Management Application (VMA) or Network Video 
Recorder (NVR). 

3.5 ADJUSTING 

 Fine Tuning: Perform field software changes after initial programming session to “fine tune” operating 
parameters and sequence of operations based on any revisions to Owner’s operating requirements. 

3.6 CLOSEOUT 

 Demonstration: 
1. Demonstrate administration and operation of devices described by this section. 
2. Demonstrate how to authorize users and applications to operate and configure installed devices. 
3. Demonstrate how an authorized user can gain access to and make changes to configuration. 
4. Demonstrate how to operate functionality configured for this project as defined by configuration 

punch list. 

 License Assignment: 
1. Register software, hardware, firmware, operational or administrative licenses necessary for to 

operate or administer devices to Owner. 
2. Deliver to Owner’s Representative proof of license registration from product manufacturer. 

 Device Configuration Backup: 
1. Using manufacturer’s backup software tool or VMA/NVR, perform a full system back-up at 

completion of initial programming. 
2. Deliver configuration backup files, restoration application and instructions detailing for 

restoration of back-up configuration. 
 

                                                                    END OF SECTION 


	282113 - IP CAMERAS.pdf
	PART 1   GENERAL
	1.1 Section Includes
	A. Box-type network cameras for video surveillance.
	B. Indoor dome-type network cameras for video surveillance.
	C. Indoor in-ceiling mount, dome-type network cameras for video surveillance.
	D. Outdoor bullet-type network cameras for video surveillance
	E. Outdoor dome-type network cameras for video surveillance.
	F. Outdoor pendant mounted, dome-type network cameras for video surveillance.

	1.2 Administrative Requirements
	A. Coordination:
	1. Coordinate with Owner or Owner’s representative regarding camera network configuration and estimated bandwidth utilization prior to performing network connections.

	B. Sequencing / Scheduling: Provide to Owner or Owner’s representative a schedule and list of participants required to attend coordination and progress update meetings.
	1. Owner representative(s) for Facilities Management, Information Technology (IT) Services, and Security Management.
	2. General Contractor.
	3. Project Manager.
	4. Manufacturer’s Representative.
	5. Project Architect.
	6. Project Engineer.
	7. Security Consultant.


	1.3 Informational SUBMITTALS
	A. Submit under provisions of Section 013300.
	B. Product Data: Manufacturer's product information and data sheets for each product specified in this section, including:
	1. Substrate preparation instructions and recommendations
	2. Installation means and methods.
	3. Recommendations and requirements for proper storage and handling.

	C. Shop Drawings:
	1. Submit Manufacturer’s approved shop drawings detailing the section and elevation views of each product to be installed.
	2. Coordinate with locations listed on Contract Drawings.

	D. Warranty Information:
	1. Submit confirmation and details of manufacturer’s warranty, extended warranty, and replacement policies.

	E. System Support Resources:
	1. Submit a list of available manufacturers providing fee based professional services available to the Contractor or Owner, including but not limited to the following:
	a. Training.
	b. Installation.
	c. Commissioning.
	d. Remote diagnostics and integration with 3rd party software and hardware systems.



	1.4 Closeout SUBMITTALS
	A. Supply licensing and registration information for all software, hardware, firmware, operational, and administrative licenses.
	B. Supply network configuration backup files, restoration application and instructions.

	1.5 Maintenance SUBMITTALS
	A. Spare Parts: All Spare Parts must be delivered to the owner in their original sealed packaging. Clearly label with “SPARE: DO NOT REMOVE”, and include manufacturer part numbers, and date of delivery to Owner. Store all spare parts in an environment...
	1. One spare for each _______ devices.
	2. Provide spare components as noted in the coordinating schedule for work listed in this section.


	1.6 QUALITY ASSURANCE
	A. Qualifications - Manufacturers: Manufacturer(s) suppling products noted in this section must have a minimum of 5 years in business.
	B. Qualifications - Installers:
	1. Installer must be licensed to install video surveillance and security equipment as required by authority having jurisdiction.
	2. Installer must be capable of providing references that will attest to successful completion of projects of similar scope as the work noted in this section.
	3. Installer must be certified by the manufacturer and be up to date with all training required to maintain good standing.


	1.7 WARRANTY
	A. Manufacturer Warranty: Provide manufacturer’s warranty covering parts and labor costs to repair or replace part that fail to perform.
	1. Warranty Period: Parts and labor warranty for 60 months from date of Substantial Completion or date of purchase, whichever comes first.
	2. Service During Warranty: Provide direct support to Owner via phone and email, including access to training and education in the form of documents, videos and other materials via the internet.



	PART 2   PRODUCTS
	2.1 MANUFACTURERS
	A. Basis of Design Manufacturer: Avigilon.

	2.2 DESIGN CRITERIA
	A. System Design:
	1. Video monitoring system must be tightly integrated using application programming interfaces and software development kits.
	2. All systems must be capable of functioning autonomously during a failure of one or more of the related sections.
	3. Cameras in this section must be capable of bi-directional communication.
	4. Video monitoring system to be interfaced through digital communication protocols including but not limited to ASCII or Hexadecimal Data Transmissions.

	B. System Certifications:
	1. UL and cUL certification marks for Canada/USA.
	2. CE, RoHS and Reach (SVHC) certification marks for European Union.
	3. RCM certification mark for Australia.
	4. EAC certification mark for Russia.
	5. BIS certification mark for India.
	6. KC certification mark for Korea.

	C. Safety Standards:
	1. UL/CSA/IEC/EN 62368-1.
	2. With IR: IEC 62471.

	D. Electromagnetic Emissions Standards:
	1. FCC Part 15 Subpart B Class B.
	2. ICES-003 Class B.
	3. EN 55032 Class B.
	4. EN 61000-6-3.
	5. EN 61000-3-2.
	6. EN 61000-3-3.

	E. Electromagnetic Immunity Standards:
	1. EN 55024.
	2. EN 61000-6-1.

	F. Environmental Standards:
	1. Bullet Cameras:
	a. UL/CSA/IEC 60950-22.
	b. IEC 60529 IP66 and IP67 Weather Rating.
	c. IEC 62262 IK10 Impact Rating.

	2. Outdoor Dome Cameras:
	a. UL/CSA/IEC 60950-22.
	b. IEC 60529 IP66 and IP67 Weather Rating.
	c. IEC 62262 IK10 Impact Rating.



	2.3 Performance requirements
	A. Standards:
	1. Video Standards: H.265 / H.264 / MJPEG / HDSM SmartCodec technology.
	2. Image Standards: MPEG-4 - ISO/IEC 14496-10 AVC (H.264).
	3. Networking Standards:
	a. IEEE 802.3af (Power over Ethernet).
	b. IEEE 802.1X (Authentication).
	c. IPv4 (RFC 791).
	d. IPv6.

	4. Interoperability Standards:
	a. ONVIF Profile S.
	b. ONVIF Profile T.
	c. ONVIF Profile G.


	B. Video Requirements:
	1. Provide cameras capable of simultaneously delivering at least three individual video streams, for use when connecting to the Video Management Software for recording and live viewing.
	2. Provide cameras with a primary stream capable of supporting the video resolution and aspect ratio and capable of generating the image framerates noted in this section.
	3. By generating a secondary stream at fractional resolutions of the primary stream, Video device must support HDSM-High Definition Stream Management and/or Dynamic Bandwidth Management.

	C. Encoding Requirements:
	1. Support compression and image quality settings from 1 to 20 to configure bandwidth utilized by the camera and desired image response. Provide user configuration of compression quality and image rate per camera.
	2. Provide independently configured simultaneous H.265, H.264 and Motion JPEG streams (multi-stream).
	3. Support Motion JPEG encoding in a selectable range from 1 up to 30 frames per second based on resolution configured.
	4. Support H.264 encoding in a selectable range from 1 up to 30 frames per second based on resolution configured.
	5. Support H.265 encoding in a selectable range from 1 up to 30 frames per second based on resolution configured.
	6. Support Variable Bit Rate (VBR) in H.264 with a configurable maximum bit rate threshold.
	7. Support Variable Bit Rate (VBR) in H.265 with a configurable maximum bit rate threshold.
	8. Provide user configuration of compression format, compression quality, maximum bit rate, key frame interval, and image rate per camera.
	9. Support motion compensation and motion vector during motion estimation in H.264, able to maintain frame rate, regardless of scene complexity, when bandwidth is capped at 12 mbps at 30 FPS for 1-3 MP and 20 mbps at 30 FPS for 5-8 MP.
	10. Support G.711 PCM 8kHz audio compression.

	D. Provide cameras that allow video and audio signals to be transported over:
	1. HTTP (Unicast).
	2. HTTPS (Unicast).
	3. RTP (Unicast & Multicast).
	4. RTP over RTSP (Unicast).
	5. RTP over RTSP over HTTP (Unicast).
	6. RTP over RTSP over HTTPS (Unicast).

	E. Image Control Requirements:
	1. User Configurations Supported:
	a. Automatic and manual white balance control.
	b. Automatic and manually defined exposure zones operating in the range 1/7 to 1/8196 sec second.
	c. Flicker control (50 Hz, 60 Hz).
	d. Automatic and manual iris control.
	e. Color saturation and sharpening.
	f. Motion detection sensitivity and threshold.
	g. Digital rotation of the image when used with control center software.
	h. Minimum Dynamic Range:
	1) 83 dB for 2-5 MP and 85 dB for 6-8 MP. Dynamic Range shall not change based on configured encoding resolution.



	F. Adaptive Video Analytics Specifications:
	1. Configured Behaviors: Unlimited number of configured behaviors per video source supported.
	2. Automatic Analytic set up and tuning of behavior identification:
	a. Upon selection of analytic and Region of Interest (ROI), the device will automatically configure behavior identification.
	b. The device will constantly monitor changes in the scene and perform a tuning of the behavior identification parameters as the scene environment changes.

	3. Include detection of the following behaviors:
	a. Object present in ROI.
	b. Object enters ROI.
	c. Object leaves ROI.
	d. Object appeared.
	e. Object disappeared.
	f. Object crosses a line of interest or beam.
	g. Object Movement Direction.
	h. Object loitering.
	i. Multiple objects in ROI over specified dwell time.
	j. Dwell Time.
	k. Number of objects exceeds limit in ROI.
	l. Number of objects below limit in ROI.
	m. Camera tampering.


	G. Network Requirements: Provide video cameras that have the following network capabilities:
	1. Supports both fixed (static) IP addresses and dynamically assigned IP addresses provided by a Dynamic Host Control Protocol (DHCP) server.
	2. Supports user configuration of network parameters including:
	a. Fixed (static) IP address.
	b. Subnet mask.
	c. Gateway.
	d. Control port.

	3. Are automatically detected when using a Video Management Application (VMA) or Network Video Recorder (NVR) supporting this feature.
	4. Provides support for both IPv4 and IPv6 Networks.

	H. Video Motion Detection Functionality Requirements: Provide video cameras capable of detecting motion based on:
	1. Motion Detection Mask: Defined areas within the camera’s field of view for the camera to detect motion.
	2. Sensitivity: How much each pixel within the masked areas must change before it is considered in motion.
	3. Threshold: Percentage of pixels that must detect change.

	I. Event Functionality Requirements: Equip cameras with an integrated event functionality, which may be triggered by:
	1. Alarm input terminal.
	2. Video motion detection.
	3. Camera temperature outside operative range.

	J. Protocol Support Requirements: Provide video cameras that incorporate support for at least the following:
	1. IPv4.
	2. IPv6.
	3. HTTP.
	4. HTTPS.
	5. SOAP.
	6. DNS.
	7. NTP.
	8. RSTP.
	9. RTCP.
	10. RTP.
	11. TCP.
	12. UDP.
	13. IGMP.
	14. ICMP.
	15. DHCP.
	16. Zeroconf.
	17. ARP.
	18. SNMP v2c.
	19. SNMP v3.

	K. Video Overlay Requirements: Provide video cameras with the following overlay requirements:
	1. 64 individually configurable privacy zones to conceal defined areas in image as non-viewable. Masks required to be dynamically adjusted based on current zoom-factor, without capability of operator bypass.
	2. Video masked by privacy zones must be obscured prior to streaming.

	L. Security Requirements: Provide video cameras with the following security requirements:
	1. Support the use of the following:
	a. Password protection.
	b. HTTPS Encryption.
	c. Digest authentication.
	d. WS authentication.
	e. User access Log.
	f. SSL encryption.

	2. Restrict access to the built-in internet server by usernames and passwords at three different user group levels.

	M. Electrical Power: Cameras capable of being powered by the following power sources:
	1. PoE: IEEE 802.3af Class 3 PoE Compliant.
	2. AC Power: 24 V +/- 10%, 15 VA min for bullet, 24 V +/- 10%, 13 VA min for dome, and 24 V +/- 10%, 9 VA min for box version.
	3. DC Power: 12 V +/- 10%, 13 W min for bullet, 12 V +/- 10%, 12 W min for dome and 12 V +/- 10%, 7 W min for box version.
	4. Battery Backup: 3V manganese lithium.

	N. Installation and Maintenance Requirements: Provide video cameras with the following installation and maintenance requirements:
	1. Allow firmware updates via network.
	2. Store customer-specific settings in a non-volatile memory which cannot be lost during power cuts or soft reset.
	3. Provide Microsoft Windows based management software, allowing camera configuration, upgrade of firmware, and backup of individual camera configurations.

	O. Diagnostics:
	1. Equipped with LEDs, indicating the camera’s functional status, which may be user enabled or disabled.
	2. Monitored by functionality which automatically reinitiates processes or restarts the unit if a malfunction is detected.

	P. Connectivity:
	1. 100BASE-TX Fast Ethernet-port with RJ-45 socket, auto negotiation of network speed and transfer mode.
	2. Terminal for receiving line level analog audio from an external microphone.
	3. Terminal for providing line level analog audio for connection to an external speaker.

	Q. Operational Range:
	1. Operating Temperature:
	a. Bullet (ambient convection): -40 degrees C to +65 degrees C [-40 F to 149 F].
	b. Dome: -40 degrees C to +65 degrees C [-40 F to 140 F].

	2. IR Illumination Operating Temperatures:
	a. Bullet: Up to +61 degrees C [141 F], 50% power from +55 degrees C to +61 degrees C [131 F to 141 F].
	b. Indoor Dome: Up to +55 degrees C [131 F], 50% power from +44 degrees C to +55 degrees C [111 F to 131 F].

	3. IR Illumination Hysteresis:
	a. Bullet: +5 degrees C [9 F].
	b. Indoor Dome: +2 degrees C [3.6 F].

	4. Relative Humidity: 0–95 percent (non-condensing).


	2.4 IP CAMERAS
	A. CAMERA TYPE 1 – INDOOR IR DOME
	1. Basis of Design Product: 4.0C-H5A-D1-IR, by Avigilon.
	2. Performance:
	a. Image Sensor: 1/2.8 inch progressive scan CMOS.
	b. Maximum Resolution:
	1) Aspect Ratio: 16:9: 2560 x 1440.
	2) Aspect Ratio: 4:3: 2304 x 1728.

	c. Imaging Rate:
	1) WDR Off: (50 Hz/60 Hz): 25 fps/30 fps.
	2) WDR On: (50 Hz/60 Hz): 20 fps/20 fps.

	d. Dynamic Range:
	1) WDR Off: 83 dB.
	2) WDR On: 126 dB.

	e. Minimum Illumination:
	1) Color: 0.030 lux.
	2) Monochrome: 0.015 lux.
	3) With IR: 0 lux.

	f. Field of View:
	1) Horizontal angle: 16:9: 34 degrees to 92 degrees.
	2) Horizontal angle: 4:3: 34 degrees to 92 degrees.
	3) Vertical angle: 16:9: 18 degrees to 50 degrees.
	4) Vertical angle: 4:3: 25 degrees to 68 degrees.



	B. CAMERA TYPE 2 – OUTDOOR IR BULLET
	1. Basis of Design Product: 4.0C-H5A-BO1-IR, by Avigilon.
	2. Performance:
	a. Image Sensor: 1/2.8 inch progressive scan CMOS.
	b. Maximum Resolution:
	1) Aspect Ratio: 16:9: 2560 x 1440.
	2) Aspect Ratio: 4:3: 2304 x 1728.

	c. Imaging Rate:
	1) WDR Off: (50 Hz/60 Hz): 25 fps/30 fps.
	2) WDR On: (50 Hz/60 Hz): 20 fps/20 fps.

	d. Dynamic Range:
	1) WDR Off: 83 dB.
	2) WDR On: 126 dB.

	e. Minimum Illumination:
	1) Color: 0.030 lux.
	2) Monochrome: 0.015 lux.
	3) With IR: 0 lux.

	f. Field of View:
	1) Horizontal angle: 16:9: 34 degrees to 92 degrees.
	2) Horizontal angle: 4:3: 34 degrees to 92 degrees.
	3) Vertical angle: 16:9: 18 degrees to 50 degrees.
	4) Vertical angle: 4:3: 25 degrees to 68 degrees.




	2.5 Accessories:
	A. Brackets and Mounts:
	1. H4A-MT-NPTA1: Indoor/outdoor pendant NPT mount.
	2. H4A-MT-WALL1: Indoor/outdoor pendant wall arm mount.
	3. H4-MT-CRNR1: Aluminum corner mounting bracket for pendant dome cameras.
	4. H4-MT-CRNR1: Aluminum corner mounting bracket for bullet cameras.
	5. H4-MT-POLE1: Aluminum pole mounting bracket for pendant dome cameras.
	6. H4-MT-POLE1: Aluminum pole mounting bracket for bullet cameras.

	B. Camera Covers:
	1. H4A-DC-CLER1: In-ceiling dome camera cover with clear bubble.
	2. H4A-DC-CLER1-BL: Black in-ceiling dome camera cover with clear bubble.
	3. H4A-DC-SMOK1: In-ceiling dome camera cover with smoked bubble.
	4. H4A-DC-SMOK1-BL: Black in-ceiling dome camera cover with smoked bubble.
	5. H4A-DD-CLER1: Indoor dome camera cover with clear bubble.
	6. H4A-DD-CLER1-BL: Black indoor dome camera cover with clear bubble.
	7. H4A-DO-CLER1: Outdoor dome camera cover with clear bubble.
	8. H4A-DO-SMOK1: Outdoor dome camera cover with smoked bubble.
	9. H4A-DP-CLER1: Pendant dome camera cover with clear bubble.
	10. H4A-DP-SMOK1: Pendant dome camera cover with smoked bubble.
	11. H4A-DD-SMOK1: Indoor dome camera cover with smoked bubble.
	12. H4A-DD-SMOK1-BL: Black indoor dome camera cover with smoked bubble.

	C. Other:
	1. CM-AC-GROM1 : Pipe grommets.
	2. H4A-AC-GROM1: Camera sealing grommets.
	3. H4A-DD-SDWL1: Indoor dome camera sidewall knockout plugs.
	4. H4A-DD-SDWL1-BL: Black indoor dome camera sidewall knockout plugs.
	5. H4-BO-JBOX1: Junction box for bullet cameras.
	6. H4-DC-CPNL1: Metal ceiling panel.



	PART 3   EXECUTION
	3.1 EXAMINATION
	A. Verification of Conditions: Do not begin installation until substrates have been properly prepared.
	B. Evaluation and Assessment: If substrate preparation is the responsibility of another installer, notify Architect of unsatisfactory preparation before proceeding.

	3.2 PREPARATION
	A. Surface Preparation: Prepare surfaces using the methods recommended by the manufacturer for achieving the best result for the substrate under the project conditions.

	3.3 INSTALLATION
	A. Install all products in this section following the product manufacturer’s published installation and application manuals and guidelines.

	3.4 System Startup
	A. Test equipment and configure system in accordance with instructions provided by the manufacturer prior to installation.
	B. Review configurable features of the device with the Owner’s Representative and establish a punch list for standard, device specific, location specific and VMA/NVR specific configuration of device(s).
	1. Program and configure devices in accordance with this punch list so no additional programming is required for operation by the user.

	C. Configure equipment requiring users to log on using a password with user/site-specific credentials. Default passwords are not acceptable and must be configured prior to project closeout.
	D. Provide products with the latest and most up-to-date firmware by the manufacturer or provide firmware of a version specified by the provider of the Video Management Application (VMA) or Network Video Recorder (NVR).

	3.5 Adjusting
	A. Fine Tuning: Perform field software changes after initial programming session to “fine tune” operating parameters and sequence of operations based on any revisions to Owner’s operating requirements.

	3.6 Closeout
	A. Demonstration:
	1. Demonstrate administration and operation of devices described by this section.
	2. Demonstrate how to authorize users and applications to operate and configure installed devices.
	3. Demonstrate how an authorized user can gain access to and make changes to configuration.
	4. Demonstrate how to operate functionality configured for this project as defined by configuration punch list.

	B. License Assignment:
	1. Register software, hardware, firmware, operational or administrative licenses necessary for to operate or administer devices to Owner.
	2. Deliver to Owner’s Representative proof of license registration from product manufacturer.

	C. Device Configuration Backup:
	1. Using manufacturer’s backup software tool or VMA/NVR, perform a full system back-up at completion of initial programming.
	2. Deliver configuration backup files, restoration application and instructions detailing for restoration of back-up configuration.





